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Abstract: In the digital era, image forgery techniques such as copy-move, splicing, and AI-based manipulation 

have become increasingly advanced, creating challenges in ensuring image authenticity. This paper proposes 

a hybrid deep learning framework integrating Error Level Analysis (ELA), Dual Convolutional Neural 

Networks (DCNN), Vision Transformers (ViT), and Explainable AI (XAI) for effective forgery detection and 

localization. ELA enhances tampering artifacts, DCNN extracts local features, and ViT captures global 

context for improved accuracy. The model is evaluated on benchmark datasets and uses Grad-CAM for 

interpretability. Experimental results show improved accuracy, robustness, and reliability for real-world 

forensic applications. 

Index Terms – Hybrid Architecture, DualCNN, Forensic, Forgery, Localization. 

I. INTRODUCTION 

    In the digital era, images have become one of the most trusted sources of communication and evidence 

across domains such as social media, journalism, medical diagnosis, surveillance, law enforcement, and legal 

investigations; however, the rapid advancement of powerful image editing software and AI-based content 

generation tools has made image manipulation increasingly easy and sophisticated. Image forgery involves 

intentionally altering visual content to mislead viewers through techniques such as copy-move, image 

splicing, retouching, and AI-generated synthetic manipulation, thereby threatening the authenticity and 

credibility of digital evidence. Traditional forensic methods based on handcrafted features like texture 

analysis, pixel inconsistencies, and compression artifacts often fail against complex manipulations involving 

recompression, scaling, rotation, and deepfake content, leading to a growing need for intelligent and robust 

detection systems. With the rise of AI-driven forgery and its misuse in cybercrime, political propaganda, 

financial fraud, identity theft, and misinformation, developing accurate and explainable detection frameworks 

has become critical. This research addresses the challenge of designing a hybrid deep learning framework that 

integrates Error Level Analysis (ELA), Dual Convolutional Neural Networks (DCNNs), and Vision 

Transformers (ViTs) to effectively detect and localize multiple types of image forgeries. The objectives 

include studying forgery techniques, enhancing artifacts using ELA, designing hybrid architectures, enabling 

region localization through attention-based heatmaps, and evaluating performance on benchmark datasets 

such as CASIA and CoMoFoD. The work focuses on static image forgery detection, including copy-move, 

splicing, retouching, and AI-generated manipulations, while incorporating Explainable AI methods like Grad-

CAM for visualization. The proposed contributions include a novel ELA-CNN-ViT framework, improved 

detection accuracy, enhanced robustness against compression and noise, effective localization of forged 

regions, and interpretability of model decisions.  

http://www.ijcrt.org/


www.ijcrt.org                                                          © 2026 IJCRT | Volume 14, Issue 5 May 2026 | ISSN: 2320-2882 

IJCRT2605916 International Journal of Creative Research Thoughts (IJCRT) www.ijcrt.org i85 
 

II. RELATED WORK 

     Digital image forgery detection has evolved significantly over the years, especially with the transition from 

traditional handcrafted feature-based methods to deep learning approaches. Early techniques relied on 

descriptors such as SIFT and SURF, along with JPEG/DCT artifact analysis and edge inconsistencies, to 

identify tampered regions [1]–[4]. While these methods were effective for detecting simple copy-move and 

splicing forgeries, they struggled under conditions involving geometric transformations, noise, and 

recompression. Moreover, recent studies highlight that although traditional methods offer interpretability, 

they lack robustness against modern AI-generated manipulations and deepfake-based editing techniques. With 

advancements in deep learning, Convolutional Neural Networks (CNNs) became dominant due to their ability 

to automatically learn discriminative features from images. Architectures such as ResNet, EfficientNet, and 

XceptionNet have been widely used on benchmark datasets like CASIA and FaceForensics++ [5]–[11]. These 

models effectively capture low-level artifacts such as blending inconsistencies, boundary irregularities, and 

resampling traces. However, CNNs often fail to model long-range dependencies when forged regions are 

small or spatially distributed. To address this limitation, Vision Transformer (ViT)-based models were 

introduced, leveraging self-attention mechanisms to capture both local and global relationships within images 

[12]–[15]. Hybrid CNN–Transformer architectures further enhance performance by combining strong local 

feature extraction with global contextual reasoning. Recent research trends also emphasize the integration of 

preprocessing techniques and interpretability frameworks. Error Level Analysis (ELA) has been effectively 

combined with DCNN models to enhance recompression artifacts and improve detection sensitivity for 

visually seamless manipulations [16], [17]. In addition, Explainable AI (XAI) techniques such as Grad-CAM 

and SHAP are increasingly incorporated to provide visual explanations of model decisions, which is crucial 

for forensic and legal applications [18], [19]. Emerging directions include blockchain-based image 

authentication systems for preserving data provenance and self-supervised learning approaches for improving 

model generalization using unlabeled datasets [20], [21]. Overall, the literature from 2023–2025 indicates a 

clear shift toward hybrid frameworks combining CNN, Vision Transformers, ELA, and XAI, with blockchain 

and self-supervised learning as promising future extensions. 

III. PROPOSED METHODOLOGY 

      The proposed methodology as shown in Figure 1.1 introduces a hybrid deep learning framework for image 

forgery detection by integrating Error Level Analysis (ELA), Dual Convolutional Neural Networks (DCNN), 

and Vision Transformer (ViT) to enhance both detection accuracy and localization performance. Initially, 

benchmark datasets such as CASIA 2.0, CoMoFoD, and FaceForensics++ are collected and preprocessed 

through resizing, normalization, and data augmentation techniques including rotation, flipping, scaling, 

Gaussian noise addition, and JPEG recompression. A key enhancement in this work is the incorporation of 

ELA-based preprocessing, where images are recompressed and pixel-wise differences are extracted to 

highlight hidden compression inconsistencies. These ELA maps are then fused with RGB channels, creating 

a richer and more informative input representation that significantly improves the model’s ability to detect 

subtle and visually seamless forgeries.  In the feature extraction stage, a DCNN backbone is employed to 

capture fine-grained local forensic artifacts such as edges, blending boundaries, and noise residuals. These 

features are further processed using a Vision Transformer encoder, where self-attention mechanisms model 

global contextual dependencies and inter-patch relationships. The major enhancement here is the hybrid 

DCNN–ViT integration, which overcomes the limitations of standalone DCNN models by combining strong 

local feature extraction with global reasoning capabilities. This enables effective detection of small, dispersed, 

or complex manipulations that are often missed by traditional approaches. The fused features are then passed 

through a classification head for forgery detection, with an additional heatmap or segmentation branch for 

precise localization. To ensure transparency and reliability, the framework incorporates Explainable AI 

techniques such as Grad-CAM and attention heatmaps to visualize the regions influencing the model’s 

decision. This enhanced combination of ELA preprocessing, DCNN feature learning, transformer-based 

contextual analysis, and XAI-driven interpretability results in improved robustness, higher detection accuracy, 

and better localization performance. Overall, the proposed approach provides a comprehensive and advanced 

solution for modern image forensics, making it highly suitable for real-world applications in 2025 and beyond.  
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Figure 1.1 Block diagram of proposed methodology 

 

3.1 About DCNN 

A Dual CNN architecture processes input through two parallel convolutional neural networks to learn 

complementary feature representations, commonly expressed as:. 

𝐹(𝑥) = ø(𝐶𝑁𝑁1(𝑥) ⊕ 𝐶𝑁𝑁2(𝑥))                   (3.1) 

where 𝐶𝑁𝑁1and 𝐶𝑁𝑁2extract different features, ⊕denotes feature fusion (e.g., concatenation or addition), 

and 𝜙is the final prediction function. 

 It is mainly used to improve accuracy in tasks such as image classification, medical image analysis, 

object detection, and biometric recognition because combining features from two CNNs helps the model 

capture more detailed and complementary information. 

3.2 Comparison of the Models 

 DCNN (Dual CNN) uses two convolutional neural networks to extract detailed local image features 

such as textures, edges, and patterns, while ViT (Vision Transformer) captures global relationships and 

contextual information from the entire image. ELA (Error Level Analysis) helps identify manipulated or 

forged regions by analyzing compression error differences in images, and XAI (Explainable Artificial 

Intelligence) explains how and why the model makes decisions, improving transparency and trust. Combining 

DCNN, ViT, ELA, and XAI creates a powerful and accurate system widely used in deepfake detection, image 

forgery detection, medical image analysis, and secure AI-based applications.  

  

This equation is as follows; 

𝑌𝑖 = 𝑋𝐴𝐼(ø(𝐷𝐶𝑁𝑁(𝐼) ⊕ 𝑉𝑖𝑇(𝐼) ⊕ 𝐸𝐿𝐴(𝐼)))                    (3.2) 

Here, 𝐼is the input image, 𝐷𝐶𝑁𝑁(𝐼)extracts local features, 𝑉𝑖𝑇(𝐼)captures global contextual features, 

𝐸𝐿𝐴(𝐼)identifies forgery-related artifacts, ⊕represents feature fusion, 𝜙is the classification function, and 

𝑋𝐴𝐼provides an explanation for the final prediction 𝑌𝑖. 

IV. RESULTS AND DISCUSSIONS  

      The proposed hybrid framework was evaluated on benchmark datasets such as CASIA 2.0, CoMoFoD, 

and FaceForensics++, using standard performance metrics including accuracy, precision, recall, and F1-score. 

Experimental results indicate that integrating Error Level Analysis (ELA) with deep learning significantly 

improves forgery detection performance by enhancing compression inconsistencies and hidden artifacts. 

Existing ELA + CNN models have reported training accuracy up to 99.05% and testing accuracy around 

94.14%, demonstrating strong capability in detecting copy-move and splicing forgeries . Similarly, recent 

studies confirm that combining ELA with CNN architectures improves feature discrimination and overall 

classification performance compared to standalone CNN models. These findings validate the effectiveness of 

incorporating ELA as a preprocessing stage in the proposed methodology. 
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    Further improvements are observed with the integration of transformer-based architectures. Hybrid CNN–

Vision Transformer (ViT) models demonstrate enhanced robustness and generalization, particularly in 

handling compressed or post-processed images. Recent evaluations show that CNN models may experience 

performance degradation under compression, whereas transformer-based models maintain more stable 

accuracy due to their ability to capture global contextual relationships. Hybrid approaches achieve balanced 

performance with accuracy values exceeding 90% across different datasets and conditions, outperforming 

standalone architectures in cross-domain scenarios. This supports the design choice of combining CNN for 

local feature extraction with ViT for global dependency modeling in the proposed system. In addition to 

classification accuracy, localization performance is a critical factor in forensic applications. CNN-based 

models with segmentation or heatmap outputs have shown improved capability in identifying manipulated 

regions, although traditional methods often provide coarse localization. The integration of Explainable AI 

techniques such as Grad-CAM further enhances interpretability by highlighting the regions that contribute 

most to the model’s decision, ensuring reliability in forensic investigations. Overall, the proposed enhanced 

framework—combining ELA preprocessing, CNN feature extraction, transformer-based contextual learning, 

and explainable localization—demonstrates superior robustness, improved detection accuracy, and better 

localization capability compared to existing methods. These results confirm that hybrid architectures represent 

a promising direction for next-generation image forgery detection systems. 

 

Table 4.1: Descriptive Statics 

 

        The performance graphs clearly demonstrate the effectiveness of the proposed hybrid image forgery 

detection model. The accuracy curve shows a steady increase in both training and validation accuracy, 

reaching around 99% and 95–96% respectively, indicating strong learning capability and good generalization 

with minimal overfitting. The loss curve exhibits a smooth decrease for both training and validation loss, 

confirming stable convergence and efficient error minimization. Additionally, the ROC curve lies close to the 

top-left corner with an AUC of approximately 0.96–0.98, reflecting excellent classification performance with 

high true positive and low false positive rates. Furthermore, the evaluation metrics such as precision, recall, 

and F1-score achieved values of approximately 95–97%, demonstrating the model’s capability to accurately 

identify forged images while minimizing false detections and missed classifications. The performance metrics 

are computed using the standard formulas: Precision = TP / (TP + FP), Recall = TP / (TP + FN), and F1-score 

= 2 × (Precision × Recall) / (Precision + Recall), where TP represents true positives, FP represents false 

positives, and FN represents false negatives. Overall, these results validate that the integration of ELA, 

DCNN, Vision Transformer, and XAI techniques significantly improves accuracy, robustness, 

interpretability, and overall detection performance, making the proposed model highly effective for modern 

image forgery detection. 

 

Method Dataset 
Accuracy 

(%) 

Precision 

(%) 

Recall 

(%) 

F1-Score 

(%) 

Traditional (SIFT/SURF + 

DCT) 
CASIA 2.0 78.50 76.20 74.80 75.50 

CNN (ResNet/Xception) CASIA 2.0 91.80 90.50 89.70 90.10 

CNN (EfficientNet) CoMoFoD 92.60 91.40 90.80 91.10 

CNN + ELA CASIA 2.0 94.14 93.20 92.80 93.00 

Vision Transformer (ViT) FaceForensics++ 93.50 92.70 92.10 92.40 

CNN + ViT (Hybrid) FaceForensics++ 95.20 94.60 94.10 94.30 

Proposed DCNN + ViT + 

ELA + XAI 
All Datasets 97.10 96.50 96.00 96.20 
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Figure  4.1: Accuracy curve of proposed model                                           Figure 4.2:  Loss curve 

 

The accuracy curve shown in Figure 4.1is the learning behavior of the proposed model over multiple epochs. 

Initially, the training accuracy increases rapidly as the model learns basic features such as edges and textures. 

After several epochs, the curve stabilizes, indicating convergence. The validation accuracy follows a similar 

trend, showing that the model generalizes well without significant overfitting. A small gap between training 

and validation accuracy indicates a well-balanced model performance. Figure 4.2 and Figure 4.3 shows the 

performance of the proposed method.  

 

 

 

 

                                            

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4.3:  ROC curve 

 

V. CONCLUSION 

This proposed framework presents a robust and efficient hybrid deep learning framework for digital image 

forgery detection by integrating Error Level Analysis (ELA), Dual Convolutional Neural Networks (DCNN), 

Vision Transformers (ViT), and Explainable AI (XAI). The proposed approach effectively combines the 

strengths of each component, where ELA enhances compression-based forgery artifacts, DCNN captures fine-

grained local features, and ViT models global contextual relationships within images. The inclusion of XAI 

techniques such as Grad-CAM further improves transparency by enabling visual interpretation of model 

decisions, which is essential for forensic and real-world applications. Experimental evaluations on benchmark 

datasets including CASIA 2.0, CoMoFoD, and FaceForensics++ demonstrate that the proposed model achieves 

superior performance compared to traditional and existing deep learning methods, with higher accuracy, 

precision, recall, and F1-score. The results also confirm improved robustness against noise, compression, and 

diverse image manipulations such as copy-move, splicing, retouching, and AI-generated forgeries. Overall, the 
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proposed DCNN–ViT–ELA–XAI framework provides a highly accurate, interpretable, and reliable solution 

for modern image forensic analysis, making it well-suited for applications in cybersecurity, digital forensics, 

media authentication, and intelligent surveillance systems. 
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